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ASIC Designs for SHA‐3

• Most SHA‐3 candidates < 100KGate
• SHA‐3 for ASIC is likely an

 Intellectual Property Module
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Comparison of SHA‐3 ASIC 
 Designs
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How do I benchmark a SHA‐3 candidate?



Benchmarking for ASIC Hardware

• System Interface

SHA3

Interface (API)
[Gaj, CHES2010]
[Kobayashi, HOST2010]
[Chen, ePrint2008]
[Baldwin,ePrint2010]



Benchmarking for ASIC Hardware

• System Interface
• Cost Factors

• Area, Fmax

 

, Power
• Throughput, Energy 

• Technology
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ASIC Design Space
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Each hardware SHA‐3 module results in multiple solutions
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ASIC Design Space
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Influence of Technology
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Influence of Technology
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Influence of Technology
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Influence of Technology
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In ASIC benchmarks,

 performance scales with technology;

 power/energy does not



Post‐P&R Results for ASIC 130nm
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Post‐P&R Results for ASIC 130nm
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Post‐P&R Results for ASIC 130nm
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T/A Optimal design can be achieved 

 with 40 K GE or less



What about other Technologies?

Technology
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Is a ranking for FPGA compatible

 with a ranking in ASIC?
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FPGA compared to ASIC

Area Ratio (GE/Slice) Throughput Ratio
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Conclusions

• Top performers in ASIC include
 Blake, CubeHash, Hamsi, Keccak, Luffa

• Impact of Technologies on SHA3 surveys
• ASIC surveys agree on performance, 

 not on power/energy
• ASIC surveys will probably not agree with 

 FPGA surveys



Post P&R Results for 130nm ASIC
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Overall Design Flow
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